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TPM / Hardware

. D ERFNETF VIEE

. Yubikey, YUbiHSMZ 17 [C U T=\LN — USB#H

. Microchip MCP2221A (USB-HID & [2CT'Y w )R 5FJTICH S

. Digi-keylC & B FHIETF v 7 &7




TPM / Hardware

. Infineon OPTIGA TPM SLB9673>1J) —X
- SLBO96/7/3AU20FW2610XTMA

. 1 @881JPY, 100#@647.86JPY

. Atmel / Microchip®bH LTWBH, F5E
INDAZE




TPM / Hardware

PWR_FLAG U1
F1 3
< ADP3338AKCZ-3.3 v
MF—NSM/F_035X X — 2 SLB9673AU20FW2610XTMAL
PWR_FLAGO—e EZ ® IN = OUT=—eo—@ T *—o ®
- ES : B 4 7C? —_ RS
Jie H ol 2 1kQ | N MTQ‘TLOT\O I\T(DT
USB_B_Micro ® ®
R4 - C6 ooodWgLUNO
&= VBUS 4L R1 & |k T oaur ° I ZI gl = ZI g
® %’ 3 - 32 o o @O 9
D+ @ ® GND OO o~ O Z GND
S o 12 o 21 1 Ne o | NCI L9
= 2 Y 30 o 11
&H & DX 27 @ ® SCL — NCI ==
I R2 ® 29 1 5pA =0 M N =2
4l == €2 U2 28 1 Nel a5z NCI L3
47pF =T ~T 47pF JISS D G of 27 o g 14
MCP2221A w2/ | NC o = VDD ®
o oo ¢ QO+ 1l @g 2o NC! el NCI =2
Vool iaas %<2 | NC| @ |@ NCI/VDD |2
) > —
-
— |
388 &xg c28¢lEollp
= 4D LD & =2 49 e L) = Z = & I 02
Ch
02uF ﬂiﬂﬁiﬂi amw@ﬁ%a:
|
o—||—=o ®
1 _C7 C8 _|
T 0.01pF 1puF 7

PWR_FLAG —e ® oo



TPM / Hardware

b I y 42 ¢ YOQOOO!

2100000 CG @

L ho00000a
. OPO00OOG G

y ©000000NO000O00

5 Q000¢C0» 0000

- N 0 , /)
" N > - ) .

—




TPM / Software

. B#Z: TPM%ZSSH Agent& ULTES SSH

SSH Agent

. FHFASBEIFRuUst

TPM O RKLA 77—

. https://aithub.com/ssh-slb96/3-playground/

tIOm-SSh-agent TPM AT A ALAT—

MCP2221A K Z1/X

HIDAPI

71—%I)



https://github.com/ssh-slb9673-playground/tpm-ssh-agent
https://github.com/ssh-slb9673-playground/tpm-ssh-agent

TPM / Software

. B#Z: TPM%ZSSH Agent& ULTES SSH

SSH Agent

. FHFRSBIXRuUst

TPM AN RKLA 77—

. https://aithub.com/ssh-slb96/3-playground/

tpm_SSh_agent TPM AT A AL AT —

MCP222T1A K Z 1\

HIDAPI

71—%I)



https://github.com/ssh-slb9673-playground/tpm-ssh-agent
https://github.com/ssh-slb9673-playground/tpm-ssh-agent

TPM / Software / MCP2221A

- MCP2221A®D K Z A /\IE—Itd % SSH

. google/mcp2221-rs SSH Agent

. F1UUWLWMacTEIHD AR LY
TPM O RKLA 77—

. https://github.com/libusb/libusb/issues/1014

. Linux Kernel®hid_mcp2221 (% #&MH L fzi2cdev) TPM AT =724 AL AV —

. LINUXEAN DAL TE MCP2221A KRS\

. ZakKemble/libomcp222 1
HIDAPI

. Rust — C®Dunsafe wrapperz& =7 <7&L\

. fEEhidapiBR TR AN\ ZZ 0\ H—x)L



https://github.com/libusb/libusb/issues/1014

TPM / Software / TCTI

. TPMiZaY > RTIRIET =
- AN Y RN ZED - RITEBEEXTCRIDL 1T S>SH Agent
. TCTI (TPM Command Transmission Interface) TPM OAY Y RLAV—
- [REAE <L TPM A ¥ 5 —7 24 AL A ¥ —
° 1"1‘%5 : ﬁi(&iT 75\75\1”LT L\%)@—( l./ >, < Dl:l}b MCP2221A I\\‘g,]//\‘
e eI
. . . o _ \ HIDAPI
. Device Driver Design Principles&E WS RKF 1 XV~
H—=I




TPM / Software / TPM API

. TCTINV 3 5 & H\ T THERE [FIRIL

. & £<i5ﬁﬁ§§7€1’/ﬁ bTmbeO)é:ﬂ L/jjjj

. TEBLLUEDZC i’é"(&ifot L\(4§J\fF
Jg), LD UKFR

2000pfE

D ICEFE DD B

. [1] Chap. 5 "Navigating the Specification"ic

REBITF STz

CEIS Lo I

}T =k
BT

SoH

SSH Agent

TPM AN RKLA 77—

TPM AT A ALAT—

MCP2221A K Z1/X

HIDAPI

71—%I)




TPM / Software / SSH Agent

. BEICRuUst©SSH Agent® 70O b JJ)L &K %crate

IFEET S

. Wiktor-k/ssh-agent-lib

. ;niTF'ﬁ%bTQAPVE/m

L, TPMAATER U T

RSARICXT LT "RNAEBUAMZETR) "5A5hN
fcT—HICEBERIT D) ZFNFRerhnidLu

SoH

SSH Agent

TPM ONY>Y LAV —

TPM AT A ALAT—

MCP2221A K Z1/X

HIDAPI

71—%I)




TPM / Result

Wed Aug 9 17:09:15 IST 2023 ~/prog/repo/slb9673_driver

> SSH_AUTH_SOCK="pwd /connect.sock ssh shiho@172.16.104.124
Welcome to Ubuntu 20.04.6 LTS (GNU/Linux 5.4.0-155-generic x86_6
4)

https://help.ubuntu.com
https://landscape.canonical.com
https://ubuntu.com/advantage

* Documentation:
* Management:
* Support:

Expanded Security Maintenance for Applications 1s not enabled.
D7y 7T —hMEFICICKEBHITNEXE I,

62 additional security updates can be applied with ESM Apps.
Learn more about enabling ESM Apps service at https://ubuntu.com
/esm

New release '22.04.2 LTS' available.
Run 'do-release-upgrade' to upgrade to 1it.

Last login: Wed Aug 9 17:09:11 2023 from 172.16.104.107

Wed Aug 9 17:09:24 IST 2023 ~ 100%

> cat .ssh/authorized_keys

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCI4hYPZn2gtfsgx9LYeKUToWeM
fA31Z1KKOt02yROLYW7LYAYAGYMfHLf512WT1rgc@OhPWZEnleruU84SXGdUUwK9cO
52VonH8ay5alYmyVNEb280aQV11W4jQsbY1GOCzf110@aDEc/vOPVvPBpSK+3346(C]
JPT94Da30RsrVyv7re9F41qsqpb3NDu+CaQI9YAJpi+gp@ploehw+M51Y2XXxCcA7g
aguwMeM+/7bSNZz@YvBVHIReX7qGQ2fZI+k/@dxfyt2khkbwukekr7UjgRgMplZ+
L1e3gMWbDmu65]p/BXWabgbMRIsRIOGBAALuAb jmHyeoMWENTAp+EJG68FSk1l tpm
_key

Wed Aug 9 17:09:31 IST 2023 ~ 100%

> [

### TPM Information ###

Vendor ID: 15d1

Device ID: 001c

Revision ID: 0016

Interface Type: FIFO over I2C

Interface Version: TCG I2C Interface 1.0

TPM Family: TPM 2.0

Guard time: @ usec

Need Guard time?

- Write after Write: false

- Write after Read: false

- Read after Write: false

- Read after Read: false

- ACK/NACK to repeated START: false

I12C Bus Speed Capabilities

- Standard Mode: Supported

- Fast Mode: Supported

- Fast Mode Plus: Supported

- High-Speed Mode: Unsupported

* Supported locality: [0, 1, 2, 3, 4]

* Changing I2C Address: Supported (by TCG-defined mechanism)

* Burst count: Dynamic

[+] SSH Public Key: ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCI4hYP
In2gtfsgx9LYeKUToWoMfA31Z1KKOt02yROLYW7LYAYAGYMfHLf512WT1rgcOhPW
ZEnlerU84SXGdUUwK9c052VonH8ay5alYmyVNEb280aQV1iW4jQsbY1GOCzf110a
DEc/vI9PVPBpSK+3346CJIPT94Da30RsrVyv7ro9F41qsqpb3NDu+CaQI9YAlpi+qg
pOpIloehw+M51Y2XxcA7gaguwMeM+/7bSNZz@YVvBVHIReX7qGQ2fZI+k/@dxfyt2k
hkowukokr7UjgRgMplZ+L1e3gMWbDmu65]p/BXWabgoMRIsRI0OGBAALuAbjmHyeb
MWENnTAp+EJ68FSkl tpm_key

Run agent at connect.sock

refresh nonce

set tpm nonce

rotate nonce

rotate nonce
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